MHOOPMALIMOHHAA NMAMATKA
AnA ObYYAKOLWUXCA AnA PASMELLEHUA
HA O®OULMNATIbHBIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXN B UHTEPHETE CTaHOBUTbLCS OOnbLUE, a LUKONbHUKA OOHWN U3
caMbIX aKTUBHbIX Nonb3oBartenen PyHeTa. Mexay TeM, MOMMMO OrpOMHOMO KONMYecTBa
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. JTa namsTka OOMKHA NoMoyb Tebe
©e3onacHO HaxoOUTbCA B CETU.

KomnbioTepHble BUpYCbI

KoMmnbloTepHbIN  BUPYC — 3TO  Pas3HOBUOHOCTb  KOMMbIOTEPHbIX  NporpamMm,
OTNIMYNTENBHOM OCOBEHHOCTBIO KOTOPOW ABMSETCA CMOCOBHOCTb K pasMHOXeHuo. B
AOMNOJSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UMM MNOMHOCTbLIO YHUYTOXUTL BCe dpannbl
N AaHHble, NOOKOHTPOSIbHblIE MNOMb30BaTENO, OT UMEHM KOTOpOro Obinia 3anylieHa
3apaxeHHas nporpamMma, a Takke NnoBpeauTb UMN faxXe YHUHMTOXUTb OrnepaunoHHYHO
cucTemy co Bcemu pamnamu B uenom. B 6onblMHCTBE CrnyyYaeB pacnpoCTpaHaTCs
BUPYCbl Yepe3 NHTEPHET.

MeToAbl 3aWMTLI OT BPeAOHOCHbIX NPOorpamm:

1. Ncnonb3yn coBpeMeHHble ornepaunoHHble CUCTEMbI, UMELNE CEePbE3HbIN YPOBEHb
3aWmThl OT BP€AOHOCHbIX NporpamMm;

2. lMNocTosiHHO ycTaHaBnvBan natyn (UMppoBbIE 3annaTkyi, KOTOopble aBTOMAaTUYEeCKU
yCTaHaBNUBAKTCA C Uenbko [opaboTku nporpammbl) u gpyrme oGHOBNEHUS CBOEN
onepaumoHHon cuctembl. CkaumBam Ux TONMbKO C oduumanbHOro canta paspaboTynka
OC. Ecnu cylecTByeT pexmnm aBToMaTn4eCckoro 06GHOBNEHUS, BKITHOUN €rO;

3. PaboTan Ha cBOeM KOMMbIOTEPE NOA4 NpaBamMu Nofb3oBaTeNs, a He agMUHUCTpaTopa.
OTO He NOo3BONUT BONBbLUMHCTBY BPEAOHOCHbBIX MPOrpaMM UHCTanIMPOBaTbCs HA TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. /icnonb3y aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbl M3BECTHbLIX NPOU3BOAMUTENEN, C
aBTOMaTU4eCcKnM obHOBMNeHnem 6as;

5. OrpaHuyb hmsnyecknin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Nicnonb3ymn BHELLHME HOCUTEN MHopMaUnn, Takue Kak drieLuka, AUNCK unu gamn ua
WHTEepHEeTa, TONbKO N3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE (hansibl, NONyYEeHHble U3 HeHaOeXHbIX WUCTOYHUKOB.
Haxe Te dpannbl, KOTOpbLIE NPUCHan TBOW 3HAKOMbIN. Jly4ylle yTOYHM Yy HEero, oTrnpasnsn
nv oH Tebe unx.



Cetn WI-FI

Wi-Fi — 310 He BMA nepegayn AaHHbIX, HE TEXHOMOIMSA, a BCEro nuilib 6peHa, mapka.
Ewe B 1991 rogy HuaepnaHackass komnaHmsa 3apermctpupoBana 6peng "WECA", yto
ob6o3Havyano cnosocoyeTaHne "Wireless Fidelity", koTopbin nepeBoguTCs  Kak
"GecnpoBogHasi TOYHOCTL".

[o Hawero BpemeHun powrna fgpyras abbpeBuatypa, KOTOpas SIBMSETCS TaKOW Xe
TexHonornen. 31o abbpesnatypa "Wi-Fi". Takoe HasBaHue GbINO AAHO C HAMEKOM Ha
CTaHOapT BbICWIEN 3BYKOBOW TexHukn Hi-Fi, 4yTo B nepeBoge oO3HayaeT “"BblCOKas
TOYHOCTBL".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENSX N asponopTax ABMSAETCA OTIIMYHON
BO3MOXHOCTbIO BbIxoga B MWHTepHeT. Ho MHOrMe aKkcnepTbl CYUTAKT, YTO
obwepoctynHble Wi-Fi ceTn He aBnsaoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTy paboTbl B obuwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBOl nu4YHyr0 MHGoOpmauuio yepes obuwepoctynHble Wi-Fi ceTu.
PaboTas B HUX, XenaTenbHO He BBOAUTb NAponn AOCTyNa, NOMMHbI U KaKne-To HoMepa;

2. Vicnonb3yn n o6HOBNAN aHTMBUPYCHbIE Nporpammbl U GpaHamayep. TeMm cambiM Thbl
obesonacuwb cebsa OT 3aKkadkm BUpyca Ha TBOE YCTPOMCTBO;

3. Mpn wncnonb3oBaHun Wi-Fi oTknoum dyHkumo "O6wmin goctyn Kk dannam wm
npuHtepam”. [HaHHaa @YyHKUMS 3akpbiTa MO  YMOMYaHUK, OAHAKO HeKoTopble
nonb3oBaTenNu aKTMBMPYIOT ee Ansa ygobcTea ncnonb3oBaHna B pabote unm yyebe;

4. He wncnonb3yn nyonuunbin WI-FI ona nepegaym nuYHbIX OaHHbLIX, Hanpumep Ons
BbIXO4a B couMarnbHble CETU UMW B 3NIEKTPOHHYIO MOYTY;

5. Vcnonb3yi Tonbko 3awuweHHoe coeanHeHne vepe3 HTTPS, a He HTTP, 1.e. npu
Habope Beb-agpeca BBoan nMeHHO "https://";

6. B mobunbHom TenedoHe oTknoun yHkumo "MogkntoyeHne Kk Wi-Fi aBTomatudeckun”.
He gonyckam aBTOMaTtMyeckoro nogkntouveHus yctpornctBa k cetam Wi-Fi 6e3 TBoero
cornacwus.

CounanbHble cetn

CounanbHble CeTu aKTUBHO BXOOAT B HALLY XM3Hb, MHOTME Ntoan paboTatoT 1 XUBYT Tam
NoCTOSIHHO, a B Facebook yxe 3apermctpupoBaH Munnuapg 4YenoBek, YTO ABMSETCS
OJHOM ceabMOW BCEX XuUTenewm nnaHeTtbl. MHOrme nonb3oBaTenu He MNOHUMAT, 4YTO
MHOpPMaUUs, pasMeLleHHass MW B COUManbHbIX CETHAX, MOXET ObiTb HangeHa u
ncnonb3oBaHa kKem yrogHo, B TOM Yncre He 06si3aTenbHO ¢ 6rnarumm HamepeHnsiMun.

OcCHOBHbIe coBeTbl N0 6e30nacHOCTU B coLluarnbHbIX CeTAX:

1. OrpaHnyb cnucok apy3en. Y 1eba B Opy3bsAX He [OMKHO ObiTb CryYanHbIX W
HEe3HaKOMbIX NOAEeN;

2. 3awman CBOK 4acTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS W APYryl JNUYHYK UHOPMauuio.  3M0YMbILMEHHUKU  MOryT
2



MCNoJib30BaTb Aaxe Mchopmau,mo O TOM, KaK Tbl U TBOMU poauUTeENn ninaHunpyete
NPOBECTU KaHUKYIbI,

3. 3awmwan ceow penyTaumio — OEPXKN ee B YACTOTE U 3agaBan cebe Bonpoc: xoTen
Obl Tbl, YTOObLI ApyrMe nonb3oBaTeny BUAENMU, YTO Tbl 3arpyxaewb? Nogyman, npexae
4YeMm 4YTO-TO onyGnmMKoBaTb, HANUCaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpvb C NOAbMU, KOTOPbIX HE 3Haellb, He UCMOSb3yil CBOE pearibHoe
UMSI U OPYTYIO NUYHYO MHopMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl U NPoYeE;

5. N36eran pasmelueHus gotorpacdum B IHTepHeTe, rae Tbl n306paxkeH Ha MECTHOCTMU,
Nno KOTOPOM MOXHO ONpPeaenuTb TBOE MECTOMOSIOXEHNE;

6. Mpwn pernctpaunmn B coumnanbHON ceTn HE0BXO04MMO MCMNONb30BaTh CIIOXHbLIE NAPONW,
cocrosawme n3 BykB U undp 1 € KOIMYECTBOM 3HAKOB HE MeHee 8;

7. lns coumanbHOM CeTu, NoYTbl U APYrNX CanToB HEOBXOAMMO UCNONb30BaTb PasHble
naponu. Torga ecnu 1e6s B3NOMalOT, TO 3MOYMbILUNIEHHUKMA NOMy4yaT OOCTYN TOSMbKO K
OZHOMY MecCTY, a He BO BCce cpaay.

DNEeKTPOHHble AeHbrn

ONEeKTPOHHbIE AEHbMM — 3TO OYeHb yAOOHbIN cnocob nnaTexen, OAHAKO CyLECTBYIOT
MOLLUEHHWKN, KOTOPbIE XOTAT MNONYYUTb 3TU AEHbIN.

SJ'IeKTpOHHbIe OEeHbrn noABUIINCb coBcemMm HeaaBHO U MMEHHO KN3-3a 3TOI0 BO MHOIMUX
rocygapcrtBax o Cux nop He npornncaHo npo HMX B 3aKOHax.

B Poccuu e oHU yHKLUMOHMPYIOT M O HUX YXXe MPOMNMCcCaHo B 3aKOHe, rae Ux pasgensawoT
Ha HEeCKOSbKO BUOOB - aHOHUMHbIE W HE aHOHUMHbIe. Pa3Huua B TOM, YTO @aHOHUMHbIE —
3TO Te, B KOTOPbIX paspellaetca npoBoauTb onepaumm 6e3 wnaeHTudmkaumm
nonb3oBaTens, a B HeaHOHWMHbIX WAEHTU(UKaUUA nonb3oBaTtens SABNseTcs
o6a3aTenbHOMN.

Takke criegyeT pasnuyaTb 3SIEKTPOHHbIE (braTHble OeHbrU (paBHbl rOCYAAaPCTBEHHbLIM
BasitoTam) N 3NeKTPOHHble HemnaTHble AeHbMM (He paBHbl FOCYAapCTBEHHbLIM BantoTam).

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe C INEeKTPOHHbLIMU AeHblramu:

1. MpuBskM K cHeTy MOBUMbHBIN TenedoH. ATO caMbll yOOOHbLIN N BbICTPLIN CNOCO6
BOCCT@HOBUTb AOCTYN K cyeTy. NpmBasaHHbIM TenedoH NOMOXeT, ecnv 3abyaellb CBOW
nnaTexHbl Naposib Uy 3angellb Ha CanuT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasosble naponu. ocne nepexoga Ha YCWUMEHHYK aBTopu3auuto
Tebe yxe He ByaeT yrpoXkaTb ONacHOCTb KpaXu Ui nepexasarta NiaTexHoro napons;

3. Bbibepn cnoxHbin naponb. [pectynHukam 6Gyaetr He NpPOCTO yragaTb CIOXHbIN
napornb. HagexHble naponu - 3TO Naponu, KoTopble coaepXaT He MeHee 8 3HaKoB U
BKIMOYAKOT B ce65 CTPOYHbIE M NPOMNUCHBbIE BYKBbI, LMEPbI N HECKONTbKO CUMBOJSIOB, Takue
Kak 3Hak gonnapa, yHTa, BocknuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA CanTax, KOTOPbIM HE JOBEpPSELLb.



DNeKTPOHHAA NoYyTa

OreKTpOoHHas NoYTa — 3TO TEXHONOrMs U NpefocTaBnsemMble el YCryru no nepecoisike
N MOMYYEHMIO 3MEKTPOHHbIX COOBLLIEHMIA, KOTOPbIE pacnpenenstoTcsa B KOMMbIOTEPHOWN
cetn. OObIYHO 9NEKTPOHHBLIN MOYTOBbLIN AWMK BbIMMSAUT  cneaylowmum  obpasom:
UMs_nonb3oBaTtena@umMs_aomMeHa. Takke Kpome nepefayun npocToro TeKcTa, UMeeTcs
BO3MOXHOCTb nepeaasatb dpamnnbl.

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe C INEeKTPOHHOM NOYTON:

1. Hapo BbIGpaTh NpaBubHbIA NOYTOBLIN CEpBUC. B MHTEpHETE eCTb OrpOMHbIN BbIOOP
GecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Nydlle OOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasbiBan B NIMYHOW NOYTE NMYHYHO MHopmauuo. Hanpumep, nydwe BbibpaTtb
"My3blkanbHbIn_aHaT@" unn "pok2013" BmecTo "temal3";

3. Vicnonb3yn AByxaTanHy aBTopmu3aumio. 3TO Korga noMuMMo napons Hy>XHO BBOAUTb
Kon, npucbinaemsivi no SMS;

4. Bbibepn cCrnoxHbln naponb. [ns Kaxgoro noyTtoBOro siwuka [ormkeH ObiTb CBOW
HaZeXHbIN, YCTONYMBBIV K B3rIOMY Naporsib;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CaMOMYy CBOW JIUYHbLIA BOMPOC, UCMOSIb3ynh 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HecKONnbKO MOYTOBLIX AWMKOB. [lepBbiM AN 4aCTHOM Mepennuckn C
agpecaTtamu, KOTOpbIM Tbl JOBepSeLlb. OTO 3MEKTPOHHbIM aapec He HaZo UCMNONb30BaTh
npu perucTpaumm Ha popymax u cantax;

7. He oTkpbiBan anrnbl n gpyrve BIIOXKEHUS B MUCbMaXx, AaXe eCrniv OHWM Npunv oT
TBOMX Apy3en. Jlyylie yTo4YHU Y HUX, OTNPaBnanu nn oHn Tebe atun hannsi;

8. Nocne okoHYaHusA paboTbl HA MOYTOBOM CEpPBUCE Nepes 3aKpbiTUEM BKNAAKM C CauTOM
He 3abyab HaxaTtb Ha "BbITun".

KnbepbyninHr uamn BUpTyaibHOE U34EBaTENbCTBO

KnbepbynnuHr — npecnegoBaHne coobLieHnsMn, cogepxawumm  OckopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
pasnNnYHbIX NUHTEPHET-CEPBUNCOB.

OcHoBHbIe coBeTbl N0 6opb6e ¢ KN6epOynNMHrom:

1. He 6pocanica B 60on. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebsi BECTU U, €Cnn HET
TOro, K KOMy MOXXHO 0OpaTUTbLCS, TO BHa4ane ycnokoutbes. Ecnu Tl Ha4YHeLwWwb oTBeYaTb
OCKOpONEHMAMM Ha OCKOPONEHUS, TO TONbKO eLle 6onblle pasoxokellb KOHMINKT;

2. YnpaBnsau ceoen kubeppenyTtaumnen;

3. AHOHUMHOCTb B ceTn MHumas. CylecTBylOT Crnocobbl BbISCHUTb, KTO CTOWUT 3a
AHOHUMHbIM aKKayHTOM,;



4. He cTonT BECTU XynuraHckui obpas BUpTYyanbHOW XU3HW. NHTEpHET duKcupyeT Bce
TBOW OENCTBUSA U COXpaHSeT ux. Yaanutb ux 0bygeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBOO BMPTYarnbHYK YeCTb CMOSoAY;

6. MIrHopnpyn eauHU4YHbIN HeraTne. OgHOpPa3oBble OCKOPOUTENbHBIE COOOLLEHMS nyYLle
urHopmpoaTb. OBbIYHO arpeccunsa NpekpaLlaeTcsa Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMU COOBLLIEHNAMM, B COLMANbHbIX
CeTAX eCTb BO3MOXXHOCTb GITOKMPOBKM OTNPAaBKN COOOLLIEHNI C ONPeAENEeHHbIX aapecoB;

8. Ecnn Tbl cBugeTtenb kubepbynnuHra. TBou [EeNCTBMSA: BbICTYMUTbL MNPOTUB
npecriegosatens, nokasaTtb eMmy, 4YTO ero [OeucTBUS OLUEHMBAKTCA HeraTuBHO,
noagepxaTb XXepTBY, KOTOPOM HyXXHa Ncuxoriornyeckas nomoLLb, COOBLMTb B3POCbIM
0 hakTe arpeccuBHOro NoBeaeHUs B CETU.

MobunbHbIN TENePOH

CoBpeMeHHble CMapTOHbI M MnaHwWeTbl cogepXar B cebe BnonHe B3pOCHbIf
dYHKLUMOHAr, 1 Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbOTEPAMM.
OpHako, cpeacTB 3awnTbl 45 NOAO0OHbIX YCTPOMCTB NoKa 04eHb Mano. TecTupoBaHue U
NMOUCK YSA3BUMOCTEN B HUX MPOUCXOOUT HE TaK UHTEHCMBHO, Kak ans K, To e camoe
KacaeTcs U MOBUIbHbBIX MPUNOXEHUN.

CoBpeMeHHble MOOUNbHbIE Bpay3epbl y>Ke NPaKTUYECKN OOrHann HacToNbHbIE aHanNoru,
OfHaKo paclmpeHue yHKUnoHana sneveTt 3a cobon 60MbLIYH0 CNOXHOCTb U MEHbLLYIO
3aLUULLEHHOCTD.

[aneko He Bce Npou3BOAUTENM BbiNycKkaloT OOHOBMNEHWS, 3aKpblBaKOLLUME KPUTUYECKME
yS13BUMOCTU AN CBOUX YCTPOWCTB.

OcHoOBHbIe coBeTbl AnA 6e30NacHOCTU MOOUNLHOro TenedgoHa:

Huyero He siBnsieTcs no-HacToswemy 6ecnnatHbiM. Byab ocTopoXeH, Bedb Koraa tebe
npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT BbITb CKPbITbI Kakne-To NnaTHble YCryru;

Ayman, npexage yem otnpaBute SMS, poTto nnn Bnaeo. Tbl TOYHO 3HaELlb, rAe OHU
OyayT B KOHEYHOM uTOore?

HeobxoamMmo 06HOBNATL ONEePaLMOHHYIO CUCTEMY TBOErO CMapTdOHa;
Mcnonb3yi aHTUBUPYCHbIE NporpaMMbl Ang MOBUIbHbIX TeNedOHOB;

He 3arpy>|<a17| NpunoXxeHnAa OT HEU3BECTHOIo MCTOYHWUKA, B€Ob OHU MOTYyT cOoOepXaTb
BpeOOHOCHOE nporpaMmMHoe obecneyeHue;

[Mocne TOro kak Tbl BblMAEWb C canlTa, rge BBOAMI FIMYHYKO MHOpMauuMo, 3angm B
HacTpounkun 6paysepa n yganm cookies;

Mepuoamnyeckn NpoBepsiv, Kakne NnaTHble YCryrn akTMBMPOBaHbI Ha TBOEM HOMEPE;



[aBai cBon HoMep MOBMBHOro TenedoHa TONbKO M0AAM, KOTOPbIX Tbl 3HAELWb N KOMY
AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKMKOYEH, KOrAa Tbl UM He nonb3yellbcsd. He 3abbiBan nHorga
NPOBEPATH 3TO.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl — 9TO KpacouyHble, 3axBaTblBalOLME pPa3BreYeHUs,
06beauHSIIOLLME COTHU ThiCAY YENoBeK Mo BCEMY MUPY. MIFpOKM nccneayoT AaHHbIA UM
MUp, obLlaloTCA OpPYr C APYroMm, BbIMOMHSAT 3afaHUs, CpaKakTcs C MOHCTpaMu U
nonyyatoT onbIT. 3a YA0BOMLCTBME OHM NNATST: NOKyMNatoT AUCK, OnfavymBaoT aboHEMEHT
NN NprModpeTalnT Kakme-To OnLun.

Bce atm cpegctBa maoyt Ha noggepXaHue v pasBUTUE WUMPbl, a Takke Ha camy
6€e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLIMK, BbiNMYCKAKOTCS HOBbIE NaTyn
(undbpoBsble 3annaTky 4Ng NporpamMm), 3aKpbiBalOTCA Y3BUMOCTU CEPBEPOB.

B nogoGHbIx nrpax CTouT ornacartbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXku
TBOEro napond, Ha KOTOpoM OCHOBaHa CMCTEMa aBTOpPU3aLnn OonblnHCTBA urp.

OcCHOBHbIe cOBeTbl M0 6€30MacHOCTU TBOEro UrPOBOro akKkayHTa:

1. Ecnu gpyron nrpok Beget cebsi nnoxo unu cosgaet Tebe HenpuATHOCTK, 3abnoKupyn
€ro B CMCKEe UrPOKOB;

2. [loxanynca agMuvHUCTpaToOpamM Wrpbl Ha MfOX0e MOBedeHue 9TOro MUrpoka,
XenaTtenbHO NPUNOXUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBayn nu4Hyto nHopmawmio B npocanne urpbl;
4. YBaxkan Opyrux y4acTHUKOB NO Urpe;

5. He ycTtaHaBnunBan HeoduumanbHble NaTtyn n Moapl;

6. Nlcnonb3yn CNoXxHble 1 pasHble Naponu;

7. Daxe BO BpeMsi Urpbl HE CTOUT OTKNOYaTb aHTMBMpYC. [Noka Tbl urpaewsb, TBOM
KOMMNbIOTEP MOTYT 3apasunThb.

PUWNHT nan KpaXa TNYHbIX OaHHbIX

OOGbl4HON KpaXewn [eHer U [OKYMEHTOB CEroAHs YXe HUKOro He yAMBULb, HO C
pasBUTUEM WHTEPHET-TEXHONOMMN 3MOYMbILLIIEHHUKN NepeMecTUrniuCb B UHTEPHET, U
NpoaomKaT 3aHMMaTbes "NMobumbiM" genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLIEHHUYECTBA UM (OULLKNHT, rMaBHas Lernb
KOTOPOro COCTOUT B MOSTyYEHUU KOHMPUAEHUMANbHBLIX AaHHBLIX MOMb30BaTENEeN - NOrMHOB
n naponen. Ha aHrnuinckom asbike phishing untaetca kak duwmHr (ot fishing - peibHas
noens, password - naporb).

OcHoBHbIe coBeTbl Mo 6opb6e ¢ PULNHIOM:



1. Cnegn 3a cBoum akkayHToM. Ecnu Tbl mogospeBaelwb, YTO TBOS aHkeTa Obina
B3lOMaHa, To Heobxoanmo 3abnokmpoBaTb €e U COOOLWMTL aAMUHMUCTPATOPaM pecypca
00 3TOM Kak MOXHO CKOpEe;

2. Vicnonb3yn 6e3onacHble Be6-canThbl, B TOM YUCHE, MHTEPHET-MarasnHOB U MONCKOBbIX
CUCTEM;

3. Micnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnn T1eba B3nomatoT, TO
3M10yMbILLMIEHHUKN Mony4yaT AOCTYN TOMbKO K OOQHOMY TBOEMY NPOdumo B CETU, a HE KO
BCEM;

4. Ecnv Te6s B3nomanu, To Heo6xoaAMMo npeaynpeanTb BCeX CBOUX 3HAKOMBbIX, KOTOpble
AoGaeneHbl y Tebs B Apy3bsiX, 0 TOM, YTO Te6S B3noManu 1, BO3MOXHO, OT TBOEFO MMEHMU
OyaeT paccbinaTtbCs cnaM U CCbISKU Ha (OULLMHIOBbIE CalThl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBunbHbIN TenedoH;
6. OTkntouYn coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan dannbl n gpyrve BIIOXEHUS B MUCbMaX, AaXe eCrniv OHWM Npulnv oT
TBOMX Apy3en. Jlyylie yToUYHU Y HUX, OTNPaBnanu nu oHu tebe atun pannsol.

Linpposasn penyrauua

LincbpoBas penytauna — 370 HeraTMBHasi UM NO3MTUBHAS MHGOPMaLMsa B ceTu o Tebe.
KomnpomeTupyowaa nHgopmMmauus, pasMelleHHaa B UHTEpPHeTe, MOXET Cepbe3HbIM
o6pa3omM OTpasnTbCA Ha TBOEW peanbHoM XusHu. "Lincdposasa penytaums" — 310 TBON
UMULX, KOTOPbIN hopMmupyeTcs U3 MHopmaLmm o Tebe B UHTEPHETE.

TBOe MecTO XuTenbCTBa, Yy4yebbl, TBOE (pMHAHCOBOE MOMOXeHNEe, OCOBEHHOCTU
Xapaktepa u pacckasbl 0 6rM3Knx — BCe 3TO HaKanIMBaeTCH B CETMU.

MHorme noapoCTKM NErkOMbICIIEHHO OTHOCATCS K NyOnMKauum NMYHOM MHpopMaumm B
NHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNeACTBUNA. Thl AaXe HE CMOXeELLb AoraaaTbes
0 TOM, YTO poTorpachumsi, pasmMeLLleHHasa 5 neT Hasag, ctana NPUYMHON OTKas3a NPUHSATL
Tebs Ha paborTy.

KommeHTapun, pasmelieHve TBoux poTorpapum wn gpyrme OeucTBUSE MOTYT He
NCYe3HYTb Jaxe rnocre Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHWusl aTy
MHOpMaUUIo, nonarsa N oHa B NOUCKOBbIE CUCTEMbI M COXpPaHUMach N OHa, a rfaBHoe:
4yTO nogymalT o0 Tebe Okpyxawlwme nan, KoTopble HanmgyT M YBUMAAT 3T0. Hantwm
NHOPMAaLMIO MHOMO NET CryCTA CMOXeT ftobon - kak n3 Jobpbix NOOYKAEHUIN, Tak N C
HamMepeHneM NPUYNHUTL Bpes. ATO MOXET BbiTb KTO YyrogHo.

OcHOBHbIe cOBeTbI Mo 3awmTe UnuchpoBOoMn penyTauum:

1. NMoagyman, npexae 4em 4TO-TO NyGnMKoBaTb M NepegaBaTb y cebs B Grnore unu B
coLuanbHON CeTu;

2. B HacTponkax npounsa yCTaHOBWU OrpaHUyYeHus Ha NpoCMOTp TBOEro npoduns n ero
coAepXnmoro, caenamn ero Tonbko "onga apysen”;



3. He pa3smellan 1 He ykasbiBan MHOPMaLMIO, KOTOpas MOXeT KOro-nmbo ockopbnsaTb
nnn obmxartb.

ABTOpPCKOE npaso

CoBpeMeHHble LUKOSbHUKU - aKTUBHblEe MoNnb3oBaTeny UM@POBOro MNpPOCTPaHCTBA.
OpHako ganeko He BCe 3HAKOT, YTO NOMb30BaHME MHOMMMU BO3MOXHOCTSAMU LMPOBOroO
Mupa TpebyeT cobnoaeHnsa npaB Ha UHTENNeKTyarnbHyt0 CO6CTBEHHOCTb.

TepMuH "vHTennekTyanbHash COBCTBEHHOCTb" OTHOCUTCA K pPasnUYHbiM TBOPEHUAM
4YernoBeYeCKOro yma, HadMHasi C HOBbIX W306peTeHuMi UM 3HaKoB, OOO3HaYaroLLMX
COBCTBEHHOCTb Ha MPOAYKTbI W YCRyrn, M 3akaHyumBas KHuramm, doTtorpadmnamm,
KMHOUITbMaMU U My3blKalibHbIMU MPON3BEAEHNAMMU.

ABTOpCkME npaBa — 3TO MNpaBa Ha MWHTENNEKTyanbHYld COOCTBEHHOCTb Ha
npousBedeHNs Hayku, nutepaTtypbl M UCKyccTBa. ABTOpPCKME MpaBa BbICTynawT B
Ka4yecTBe rapaHTUM TOro, YTO MHTENNEKTyarbHbIN/TBOPYECKMA TPyO aBTopa He Oyaer
HamnpacHbIM, AacT emy CcrnpaBeannBble BO3MOXHOCTWM 3apaboTaTb Ha pesynbrartax
CBOEro Tpyaa, NonyYnTb N3BECTHOCTb U Npu3HaHme. HukTo 6e3 paspelleHns aBTopa He
MOXEeT  BOCMPOU3BOAUTL  €ro  NpousBedeHue, pacnpocTpaHsThb, nyonun4Ho
AEMOHCTpMpoOBaTb, MpogaBaTb, MWMMAOPTMPOBaATb, MyckaTb B NpoOKaT, nybnnyHo
NCMOSTHATL, NOKa3blBaTb/MCNOMHATL B admpe unn pasmewiatb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTckoro” nporpaMmMHOro obecnevyeHns MoxeT NPUBECTM K MHOTMM
puckam: OT NOTEPU AaHHbIX K TBOUM akkayHTam 40 6r1IOKMPOBKM TBOEro YCTPOWUCTBA, rae
YyCTaHOBJIEHA HerneranbHasi nporpamMmma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble U 6ecnnaTtHble NPorpaMmbl, KOTOPbIE MOXXHO HANTK B CETH.

O noptane

CeTeBNYOK.pdd — TBOW rMaBHbIN COBETYMK B CeTU. 34eCb Tbl MOXELWb y3HaTb O
6e3onacHOCTM B CETU MNOHATHbIM M AOCTYMHbIM $3bIKOM, @ MNPU BO3HWUKHOBEHUU
KpUTUYECKON cuTyaumm obpaTtnTbCs 3a COBETOM. A TakkKe NPUHSATb y4acTue B KOHKypcax
N cTaTb caMbiM LUAPOBLIM rpaxgaHuHoMm!
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